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File Integrity Checker (FIC)

FIC is a comprehensive file integrity monitor
which verifies any changes to a selected group of
files.Files that are critical to system operation and
data security are copied to the FIC database and
given a unique fingerprint which can be
compared against the original to determine if any
changes have been made. Alerts can be
generated to prevent unauthorized modification
to critical files. Reports can be created to verify
that there have been no unauthorized changes.

File Integrity Checker key features:

+ Monitors a list of critical files

+ User selected Guardian or OSS files

« Meets PCI DSS regulation 11.5

+ Unique file fingerprint

+ GUI display for file management

+ Audit compliance information can be
automatically processed by Alert-Plus and sent
to the compliance warehouse of your choice

+ Full audit reporting capability

+ Audit database of change history

« Alerts for unauthorized change

« Critical system files are built in

File Integrity Checker

File Check Run shows failed files

The Benefits of File Integrity Checker

Preventing unauthorized changes to critical
files is required to maintain data security. File
Integrity Checker is designed to work with the
Compliance Reporting Module to provide full
audit and monitoring capability for OSS and
Guardian environments. Its intuitive graphic
interface makes it easy to set-up and manage a
group of critical files that will be monitored for
change. File Integrity monitoring is a critical
part of PCl data security standard to protect
cardholder information.
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Schedule a File Check Report

Please see over for more details
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File Integrity Reports

File Integrity Checker runs a wide range of reports
of any changes made to critical files. Reports are
run based on file sets that have been
predetermined by the administrator. The user can
schedule automated reports or run checks manu-
ally when required. The administrator can run
detailed analysis of all protected files or choose a
specific file to be checked for various activities.
File Integrity Checker will report any and all
modifications and the users associated with those
modifications.The results can be displayed in FIC's
graphic interface or sent to the print spooler.
Comparisons can be run against previous reports
to determine the changes between reports.The
administrator has an option to check files by
selecting one or many criteria at the same time.
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File Integrity Checker

Create, view and maintain file set on the file set
maintenance window

Integrated Enterprise Security

File Integrity Checker is designed to work with
our suite of security tools to provide a complete
security solution for your HP NonStop servers.
CSP can help you meet today’s demanding
security regulations and provide detailed audit
reporting.

File Set Check Type
Let us show you how CSP can secure your data

and provide compliance to your NonStop
security policy.

Contact Computer Security Products for more information

Tel:800-565-0415 or 1-905-568-8900

For sales information: sales@CSPSecurity.com

Visit our website at: www.CSPSecurity.com




